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1. Introduction: Reliability Technology Lab

2012 Lab
Reliability, Availability, Safety

TrustwortLy Theory,
Engineering and Technology
Lab

Smart Cars Reliability and Functional Safety

Terminal Devices Reliability (Harmony / Android)

A 4

Al Reliability System Reliability
Hardware Reliability Software Reliability

\ 4

Reliability Technology Lab

RAMS Technology Lab } ICT Reliability (5G/Cloud Computing/Kunpeng)




1. Introduction: The scope
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2. Design for Dependability: the Methodology
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The third block emphasize the importance
of dependability in system design with the
consideration of out-of-nominal conditions
troughout the system lifecycle.

Risk analysis, mitigation and assessment
are three key techniques to promote
system dependability.



2. Design for Dependability: the Models
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3.1 Design for Dependability and the Models for Verification Purpose

Concepts and Requirements
Formalized User requirement

Administrator

Whether the requirement is accurate?
Whether the requirement is complete?

Whether the alg
satisfies the

System Workflow

iinput A,B,CI B

+ Whether the arch
satisfies the
requirement?

*  Whether the code
matches the system

arch and workflow?

A

requirement?
System Arch
Region
DC1 DC 2
NRF 1 > NRF 2
A
r Y
NF 1 NF 2

Data 1 I

Whether the arch is reliable?

Code Implementation

def get_all_headings(doc_path):

document = Document(doc_path)

headings = {}
for i in range(9):
headings[f"Heading {i+1}"] = []

for paragraph in document.paragraphs:
style_name = paragraph.style.name
if style_name.startswith("Heading"):
level = int(style_name.replace("Heading ", ""))
headings|style_name].append(paragraph.text)

return headings

+  Whether the code is bug free?



[Data storage] Discovery and verification of the scenario where messages are lost

Reliability modeling based on sequence diagrams and automatic generation of BIP code, accurately identifying the root cause

of faults and modifying the design.
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3.2 Design for Dependability and the Models for Validation Purpose
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3.3 Design for Dependability and the Runtime Assurance System (for ADN)

+ The network management system could be a

E2E system without rules: no carefully designed
KPI analysis algorithms and no carefully
designed fault localization algorithms.
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Switch p———

* Rule-based system step back to 4

guard the red line of the system
and make sure no worst case
happen.

Controlled Plant

Recover System [~

I
Trusted |
I
I

This architecture is still controversial but already meet the requirements from different stakeholders:
« System engineers would like to accomplish a function in the simplest way - the untrusted system be a E2E function;
« Reliability engineers would like to make sure no bad thing happen - the RTA system be the safe guard;



[Cloud Core] Object status relationship modeling, supporting complex fault diagnosis and self-healing

O Based on the ReMAP, define the normal/abnormal status and judgment conditions of system objects, define the fault propagation
relationship between objects, generate the reliability model adaptation package, and instantiate the model based on the live network
topology.

1. Design time: ReMAP modeling generates reliability models (adaptation package).

2. Run time: Import the mediation package to the simulation system.

3. Run time: model-based real-time fault detection/diagnosis/self-healing simulation.
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4.1 Challenges: Design for Dependability the Models

Y
N
N
Y
N
A
—— e N e

4
4

« We have countless existing system documents,

how to use them to build models more
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4.2 Challenges: Design for Dependability the Models for Verification Purpose

System Workflow

Concepts and Requirements Start M

Formalized User requirement ves—l @ * Whether the workflow/algorithm is correct?
1
No

Administrator

—
No— &Yes

*  Whether the alg
satisfies the
requirement?

End

«  Whether the requirement is accurate? System Arch

«  Whether the requirement is complete? Code Implementation

def get_all_headings(doc_path):
Region document = Document(doc_path)

headings = {}
DC 1 bC 2 «  Whether the code Lol

matches the system headings["Heading {i#1}"] = []

arCh and WorkfIOW? for paragraph in document.paragraphs:
NRF 1 NRF 2 style_name = paragraph.style.name
if style_name.startswith("Heading"):
level = int(style_name.replace("Heading ", ""))

Whether the arch headings|style_name].append(paragraph.text)
satisfies the
return headings

. 5 .
requirement? NF 1 NF 2 «  Whether the code is bug free?

«  Whether the arch is reliable?

- Formal Modeling is not easily acceptable by engineers. It is currently used for designing critical system or modules. Could
there be a way to reduce the cost and make it acceptable by engineers. (Building models is time-consuming and a reliable
model does not necessarily lead to a reliable system. The whole idea could be wrong: verification is not validation)



4.3 Challenges: Design for Dependability the Models for Validation Purpose
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« We require a unified simulation system that would enable the simulation of different systems. For the arch
and protocol we could use meta-model (objects, relations, etc.). But for user workflow simulation, techniques
are required in the presence of too many user workflows in order to reduce manual effort.



4.4 Challenge: Design for Dependability the Runtime Assurance System

- How to collect the data for training
the E2E network management system?
« How to make it generalize?
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The challenges all lead to a simulation system that nicely mimic certain
aspects of the original system. How to balance the cost and accuracy of
building a simulation system.
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